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Sé: 03 /BC-CNTT&TT Bdic Ninh, ngay26 thango ndm 2025
BAO CAO

Hign trang ha ta;“mg, cong tac quan ly van hanh Trung tam tich hgp dir li¢u
tinh va de xuat phwong an quan ly van hanh trong thoi gian tiép theo

I. VAN BAN PHAP LY

Can cu Ludt Cong nghé thong tin ngay 29 thang 6 nam 2006;

Can cir Ludt An toan thong tin mang ngay 19 thang 11 nam 2015;

Can cir Ludt An ninh mang ngay 12 thang 6 nam 2018,

Can ciwr Lugt Dir liéu ngdy 30 thang 11 nam 2024;

Can cir Nghi dinh sé6 85/2016/ND-CP ngay 01 thang 7 nam 2016 cua Chinh
phii Vé bao dam an toan hé thong théng tin theo cap do;

Can cir Théng tw s6 12/2022/TT-BTTTT ngay 12 thing 8 nam 2022 cua B
trueong Bg Thong tin va Truyén thong Quy dinh chi tiér va huéng dan mgt so diéu
cua Nghj dinh s6 85/2016/NP-CP ngay 01 thang 7 nam 2016 cua Chinh phu vé
bdo dam an toan hé thong théng tin theo cdp dg;

Can cir Thong tw s6 23/2022/TT-BTTTT cia B Théng tin va Truyén thong:
Sira d6i, b6 sung mét sé diéu cua Thong tw sé 03/2013/TT-BTTTT ngay 22 thang
01 nam 2013 ciia Bé truong Bé Théng tin va Truyén thong quy dinh dp dung tiéu
chudn, quy chudn kj thudt @i véi trung tam dir lidu;

Can cir Nghj quyét sé6 175/NQ-CP ngay 30/10/2023 cua Chinh phu vé viéc
Phé duyér dé an Trung tam da liéu Quéc gia.

Can cir Nghi quyét sé 214/NQ-CP ngay 23/07/2025 cua Chinh pha vé viéc Ké
hoach hanh dgng cia Chinh phai thiic day tao lap di lidu phuc v chuyén déi so toan
dién.

Can cir Quyét dinh so 03/2025/0P-UBND ngay 09/01/2025 cia UBND tinh
Bdc Giang ban hanh Quy ché quan 1y, vdn hanh, khai thdc va dam bdo an toan
théng tin d6i véi Trung tam Tich hop di liéu tinh Bdc Giang;

Quyét dinh sé 15/2023/0P-UBND ngay 18/8/2023 ciia UBND tinh Bdc Ninh
ban hanh Quy ché quan Iy, vdn hanh va siz dyng Trung tam THDL tinh Bac Ninh;

Can cir Quyét dinh sé 422/0P-UBND ngay 23/08/2022 cua Chu tich UBND
tinh Bac Giang Vé viéc phé duyét cdp dg an toan hé thong théng tin doi véi cac Hé
thong thong tin thugc Trung tam Tich hep di lidu tinh Bdc Giang;

Can cir Quyét dinh s6 532/0D-UBND ngay 7/10/2024 cua Chu tich UBND
tinh Bac Ninh Vé viéc phé duyét cdp dg an toan hé théng thdng tin Trung tam Tich
hop diz liéu tinh Bac Ninh va hé théng thong tin giai quyeét tha tuc hanh chinh,

Il. HIEN TRANG HA TANG TRUNG TAM TiCH HQP DU LIEU

1. HIEN TRANG HE THONG CNTT TAI TTDL TINH BAC NINH (C0)
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1.1 Hién trang ha ting trung tam dir lidu
- M6 hinh mang

Mo ta

Hé théng an ninh mang cua Trung tdm dit liéu duogc thiét ké bao mat theo
nhiéu mic, mac ngodi vung bién, mac tng dung/dit lidu va mac ngudi ding cudi
gilp toan bo hé théng ciia TTDL duoc dam bao an toan tbi da. Cu thé nhu sau:

a) Phan vung DMZ: Chua cac may chu cho cac ung dung duoc public ra
ngoai Internet va WAN, cac thiét bj can bang tai, Wep App Firewall, External
Firewall, cac may chu DMZ cua ha tang hé thong. Ving DMZ ciing s& duoc phan
tach ra nhiéu clng nho trong d6 c6 cac ving may chu cho c4c so, nganh, dia
phuong, viing may chu cho hé thong dién toan dam mAy, ving may cha cho céc
dich vu ha tang cua trung tam di liéu...

b) Phan ving quan tri hé théng: Tap trung hoa cac céng cu va ung dung
dé quan tri toan bo hé thong trung tam dix liéu. Bao gém cac may chu quan tri hé
théng: May cha quan tri cac thiét bi mang; thiét bi tudng lira, cac thiét bi gidm sat
an toan bao mat, hodc quan tri van hanh.

¢) Phan vung SOC (SECURITY OPERATION MANAGEMENT):

Tap trung c4c tng dung va thiét b lién quan dén gidm séat bao mat va hiéu
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nang cua hé thong nhu thiét bi chong tan cong cha dong; May chi, Sensor phuc vu
giam sat va dam bao an toan théng tin...

Va mot sb phan ving khac nhu chtra cac may chu tmg dung, phan cing chia
may chu App; Database; Kho Iuu trit dir li€u tap trung; thiét bi luu trit NAS...

- Hé thong diéu hoa:

+ hé théng diéu hoa chinh xac giai nhiét bang khi loai dat xen k& hang ta rack
cong nghé thong tin (gdm 5 diéu hoa) tai phong Server Room, may dang tu dimng, thoi
khi lanh & mat trude va thu héi khi nong ¢ mat sau, khi lanh phan bb dong déu tir trén
xudng dudi active-standby , cong suét lanh 1én téi 116.000 BTU/1 diéu hoa

+ 01 hé théng diéu hoa chinh xac giai nhiét bang khi loai dit xen k& hang ta rack
cong ngh¢ thong tin (gdm 2 diéu hoa) tai phong Network Room, may dang ti ding Hut
khi nong phia dang sau may lanh, thoi khi lanh ra phia mat trudc may. Khi lanh phan
bb ddng déu tir trén Xuong dudi doc theo chiéu cao cia may, Cong suat lam lanh 9,69
KW tai nhiét d6 ngd hdi 29.4 C trén 1 diéu hoa

+ 01 hé théng diéu hoa chinh xac dang thoi san (gém 2 diéu hoa) hoat dong
dudi dang active-standby tai phong Dién, UPS véi cong suat 30KVA trén mot didu
hoa.

Véi cong suat 1am mét nhu trén dong thoi hé thong da thiét 1ap co ché chay
active-standby do vay dam bao tinh sin sang khi lap dit bo sung, mé rong thiét bi trong
vong trén 10 nam tiép theo.

- Hé thong tiép dia, chong sét: hé thong chong sét lan truyén dudng dién ngudn
duoc thiét ke dam bao cét sét ngay tur ti dién tong dau vao Trung tAm tich hop dir liéu
va tu dién cap nguon cho h¢ thong diéu hoa, chiéu sang va ti phan nguon ngay sau
UPS. Céc thiét bi cat sét, cét loc sét duoc thiét ké dé cat sét, cat loc sét véi dong xung
sét cuc dai dang xung sét chuan 8/20pus va 10/350ps.

- Hé théng dién: bao gém hé thdng ti dién tiéu chuan TCVN 9250:2021; hé
thong cap dién ha 4ap tuan thu theo tiéu chun cong nghiép TCVN 7994-1:2009; h¢
thong luu dién UPS; hé thdng dién du phong c6 01 hé thong may nd du phong, cong
suat 620KVA

- Hé thong san ning: D3 duogc lap dit tai phong Dién UPS, phong Server Room
va phong Network Room véi dién tich 220m2, cac van san kich ¢& 600 mm x 600 mm,
c6 thé duoc théao va trao ddi cac bé hodc thanh ngang (hodc ca hai) nham cho phép sir
dung khong gian phia dudi san.

- H¢ thong phong chay chira chay: Hé thong phong chay, chita chay bao gom:
Ti diéu khién Trung tdm chita chdy, cic dau bao khoi, chudng béo chay, hé thong khi
FM200 cho phong may chu, phong Network, phong dién, UPS, binh chira chay cho céc
phong dap ung theo quy dinh trong TCVN 3890:2023; hang nam déu bd tri kiém tra,
bao dudng.

- Danh séch thiét bi, duong truyén tai Trung tam THDL: (c6 phu luc 1 kém
theo);

- Danh séch céc hé théng thong tin dang cai dit tai Trung tam THDL (c6 danh
sach kem theo Phu luc 1);
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1.2. Hién trang cong tic dam bao an toan thong tin (theo Cong van
1552/BTTTT-THH va van ban 708/BTTTT-CATTT cuia Cyc An toan thong tin)
1.3 Hién trang nguén nhan lwc van hanh

Stt | Ho va tén Chirc vu Trinh dg dao Chl{yen
: : tao nganh
1 | Nguyén Hai Minh Phé Phong Thac si KTVT KTVT
x % L Ol Thac si Quan
2 | Nguyen Thé Hung Pho Phong 1§ Kinh té CNTT
3 | Hoang Ngoc Toan Chuyén vién Thac si KTVT KTVT
4 | Trin Van Tién Chuyén vién Cir nhan Cong | o\pp
nghé thong tin
. X A Cu nhan Cong
5 | Vii Van Quyet Chuyén vién nghé thong tin CNTT
N Ky su Truyén
6 | Nguyen Manh Quynh | Chuyén vién thdng va mang CNTT
may tinh

1.4 Hién trang cbng tac quan ly, van hanh, sir dung tai nguyén TTDL

- Cong tac ban hanh van ban quan ly: Ban hanh Quy ché theo Quyét dinh s6
15/2023/QD-UBND ngay 18/8/2023 ciia UBND tinh vé viéc Quan ly, Van hanh,
Str dung Trung tam Dir liéu. Hé théng may chu vat 1y bao gom 48 may chi vat 1y
(47 may chil hoat dong binh thudng, 02 may chu 16i bo mach khéng sir dung dugc)
ludn san sang vé tai nguyén tinh toan nhu CPU, RAM khi ¢6 yéu ciu trién khai cac
hé thdng méi. Hé théng cac Gmg dung dung chung va cic tmg dung cua cc co
quan don vi bao gém 251 may chu ao hoa, sb lugng core st dung 1a 6,246 core;
RAM sir dung 1a 8,752 GB. (Chi tiét & phu luc kém theo). Hé théng luu trir SAN
v6i tong dung luong 13 157 Tb, mirc d6 st dung chiém 97%. Trong d6 Hé thong
lwu trit cho quan tri ddm may 1a 11 Tb; Hé théng luu trir cho cac hé thong Gng
dung 1a 106 Tb.

- Cum may chi Quin ly (Management Cluster):

Ba may chu vat 1y tao thanh mot cum quan ly ¢é do tin cdy cao, dong vai tro
13 "bo ndo" diéu hanh toan bo hé théng dam may. Chtrc nang chinh: Chay céc dich
vu quan tri va diéu phéi cot 161,

Cic thanh phan chay trén cum nay:

+ System Center Virtual Machine Manager (SCVMM): Pay la trung tam
chi huy. SCVMM duoc cai dat trén cum ndy dé quan 1y toan bo vong doi cla cac
may ao (VMs), tir viéc tao mdi, di chuyén, dén x6a bo.

+ Windows Server Failover Clustering: Ca 3 may chu duoc ciu hinh thanh
mot cum chuyén ddi du phong. Néu mét trong ba may chu gap su cd, cac dich vu
quan Iy (nhu SCVMM) sé ty dong duogce chuyén sang mot may chu khac dang hoat
dong, ddm bao viéc quan tri khong bi gidn doan.
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+ SQL Server: Co so dit liéu cia SCVMM (luu trit toan by ciu hinh, thong
tin vé VMs, hosts, mang...) cling thuong dugc dit trong cum nay va duoc cau hinh
san sang cao (High Availability) dé dam bao an toan.

Cum may chii Tinh toian: Chirc ning chinh: Cung cp tai nguyén tinh
toan dé van hanh cic may do (VMs) chira (rng dung.

Ciac thanh phan chay trén cum nay:

+ Windows Server véi Role Hyper-V: Mdi may chil trong sd 48 may nay
déu duogc cai dat trinh a0 hoa Hyper-V.

+ Windows Server Failover Clustering: Toan bo 48 may chu nay ciing dugc
nhom lai thanh mot cum chuyén d6i du phong khéng 16. Diéu nay cho phép thuc
hién cac tinh ning cao cip nhu:

+ Live Migration (Di chuyén néng): Di chuyén mot may 4o tir may chu vt
1y nay sang may chu vat 1y khac trong cum ma khdong gay gidn doan dich vu.

+ High Availability: Néu mot trong 48 may chu vat 1y bi 16i, tat ca cac may
ao dang chay trén do6 sé tuy dong duoc khoi dong lai trén cac may chu khac trong
cum.

Nén tang quén tri SCVMM

SCVMM chinh 1a "bd n&o" cho phép ching hoat dong nhu mot thé thong
nhat. SCVMM s¢& tu dong phan tich tai cua 48 may chu trong cum tinh toan va
chon ra may chia vat ly phi hop nhat dé dat may ao méi lén dé (tinh ning
Intelligent Placement).

2. HIEN TRANG HE THONG CNTT TAIl TTDL TINH BAC GIANG
(CO)

2.1. Hién trang ha ting trung tim dir liéu

- M6 hinh mang

Ha tang Trung tdm tich hop dir liéu dugc xay dung theo cap do 3 va da thiét ké
dam bao An toan thong tin cap d6 3 dap tng Thong tu sO 12/2022/TT-BTTTT quy
dinh chi tiét va hudng dan mot sb diéu cia Nghi dinh 85/2016/ND-CP cua Chinh phu
vé bao dam an toan hé thong thong tin theo cap d6. So d6 TTTHDL tai S& Thong tin va
Truyén thong duogc thiét ké nhu sau:
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Cac ving mang tai Trung tadm tich hop dir liéu dwoc thiét ké nhw sau:

- Ving mang ndi bd: Nguoi ding sir dung mang internet, mang TSLCD dé truy
cap vao cac ung dung da cai dat trén cac may chu trong ving DMZ. TTTHDL khong
phan chia phan vung nay.

- Viing mang bién: Pugc thiét ké dé két n6i hé thong mang Trung tim Tich hop
dir liéu ra cac mang bén ngoai va mang Internet (03 duong truyén Internet ctia 02 nha
cung cap dich vi VNPT va Viettel) va he thong mang WAN cua tinh; bao v¢ hé théng
Trung tAm tich hop dir liéu két ndi vao ra. Ving mang nay trién khai két n6i BGP de
quang ba ASN cia Bic Giang ra ngoai Internet, hé thong DNS server tén mién
bacgiang.gov.vn, h¢ thong ‘aro*ng Itra ctng 02 firewall chirc nang bao vé vung DMZ va
Thiét bi cung cap cong két ndi VPN.

- Ving DMZ: Pay la ving chira cic may chu vat 1y, hé théng SAN Switch,
Switch Core, Switch access. Hé thong may chii cai dat cong nghé 4o hoa, Str dung 01
may cht quén tri duy nhét quan 1y toan bd may chu vat Iy va cac may chil a0. Cac may
chu vat Iy hoat dong theo nguyén Iy dy phong tu dong. He théng cho phép 02 may chii
vat ly xay ra 181, cac may chui 4o sé& tu dong di chuyén dén nhitng may chu vat Iy khong
bi 16i. Hé thong tu dong can bang tai nguyén giita cac may chu vat 1y, giup hé thong
hoat dong 6n dinh hon. Str dung Switch 16p 3 (Layer3) 4o (Distribute Switch) chia tach
cac VLAN nhom may chu theo dich vy, chiic ndang. May chu 4o dugc chia thanh cac
viing mang riéng biét, tiy thudc vao chirc ning, dich vu cung cip nhu:
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+ Vung may chu Proxy: Day l1a viing ma cac may chu 4o Proxy dung trudc cac
may chu dich vy, két ndi truc tiép v6i Internet. Cac may chu Proxy cai dat cac phén
mém ModSecurity 1 mot san pham thudc du an OWASP, cho phép ngudi dung cau
hinh, tily chinh cac phuong thic phat hién tin cong vao web server. Phién ban
ModSecurity hién tai da hd tro Apache, Nginx va IIS, bao gdm 8 may chi Proxy phuc
vu cho cac phan mém, cong, trang Web. ..

+ Vlng Application: Ving ndy chtra cic may chu cai dit cac phin mém tmg
dung nhu: H¢ théng may chui Hoi nghi truyén hinh, méy chu ho tich, may chu hé théng
cong chung cua STP...

+ Vang mang Hosting: Pay 13 ving chira may chii ciia cai dat hé thong cac
Website ctia cac don vi.

+ Vung may chu Portal: Ving nay chita cac may chu cai dit cac phan mém (g
dung phuc vu hé théng cong thong tin dién tir ctia ca tinh.

+ Ving May chii Mail: Chtra cac may chii cai dit hé thong thu dién tir cong vu

- Viing mang quan tri chii hé thong: Pay 13 ving cho phép may tinh quan trj két
n6i dén tat ca cac ving trong hé thong cho phép cac quan tri vién thao tac quén tri, kiém
tra tit ca cac dich vu cai dit tai cac ving trong hé thong.

- Viing mang Database: Chita cac may chit CSDL ctia cac hé thong thong tin.

- Vung Wifi: Tai TTTHDL khéng thiét ké phan ving nay.

- Phan vung Server Farm (ving may chi ngi bg): Chtra cac may chu vat 1y cai
hé diéu hanh a0 héa Vmware.

Trung tam tich hop dir liéu phuc vu cac co quan Nha nude dit tai S& Khoa hoc va
Coéng nghé da duoc dau tu xay dung chia thanh cic phong: Phong ngudn, phong may
chi1 va thiét bi, phong gidm sat, phong diéu hanh; Phong may chi hién tai da lap dat 14
tu Rack 42U.

- Hé thong diéu hoa: Hién di duoc dau tr 03 hé thong diéu hoa chinh x4c thdi san
chay active-standby (2+1), cong suat lanh 1én t&i 45 kW, dat tiéu chuan tiéu chuan quan
Iy chat luong: ISO 9001:2008, tiéu chudn méi trudng: ISO 14001:2004; 02 diéu hoa dy
phong 24.000 BTU. Véi cong suat 1am mat nhu trén dong thoi hé thdng da thiét 1ap co
ché chay du phong do vay dam béo tinh san sang khi lap dit bo sung, md rong thiét bi
trong vong 03 - 05 nam tiép theo.

- Hé théng tiép dia, chéng sét: hé thdng chéng sét lan truyén duong dién ngudn
duoc thiét ke dam bao cét sét ngay tur ti dién tong dau vao Trung tim tich hop dir liéu
va tu dién cap nguon cho hé thong diéu hoa, chiéu sang va ti phan ngudn ngay sau
UPS. Céc thiét bi cat sét, cét loc sét duoc thiét ké dé cét sét, cat loc sét voi dong xung
sét cuc dai dang xung sét chuan 8/20ps va 10/350us.

- Hé théng dién: bao gém hé théng ta dién tiéu chudn TCVN 9250:2021; hé théng
cap dién ha ap tuan thu theo tiéu chuan cong nghiép TCVN 7994-1:2009; hé thong luu
dién UPS; hé théng dién dy phong c6 02 hé thong may nd du phong, cong suit 110kva
va 150Kva.



8

- Hé thdng san nang: D3 dugc lap dat tai phong ngudn va phong may chii véi dién
tich 120m2, cac van san kich ¢& 600 mm x 600 mm, c6 thé duoc thao va trao doi cac bé
hoic thanh ngang (hodc ca hai) nham cho phép str dung khong gian phia dudi san.

- Hé thdng phong chay: Hién da dau tu hé thong phong chay, chita chiy bao gom:
Ti diéu khién Trung tdm chita chdy, cic dau bao khoi, chudng bao chay, hé thong khi
FM200 cho phong méy chu, binh chira chay cho phong nguén. .. dép tng theo quy dinh
trong TCVN 3890:2023: Phuong tién phong chdy va chira chay cho nha va cong trinh —
Trang bi; hang nam déu bé tri kiém tra, bao dudng.

- Hé thng may chi gdm 75 may chu vat Iy RACK, 14 may chi phién. Cac may
chi dd duoc cai dat, quan 1y theo cong nghé 40 hoa Vmware dé tdi vu hiéu ning va tai
nguyén may chii dé phuc vu nhu cau cai dat, trién khai cac tmg dung phan mém cho cac
sO, nganh, huyén trén dia ban tinh. Hi¢n tai, Trung tam THDL gém co téng s6 hon 400
may chu do.

- Hé thong luu trix: Hé théng luu trit str dung cong nghé SAN véi tong dung luong
khoang 350 TB. V&i dung luong luu trit trén co ban da dap tmg viéc cung cip tai
nguyén luu trit cho cac hé théng thong tin cai dit tai Trung tam tich hop dit liéu tinh.

- H¢ théng sao Iuu dir licu: Trung tAm THDL hi¢n nay dang thuc hi¢n sao luu
(backup) dit liéu sir dung hé thong NAS (Network Attached Storage). St dung 03 may
chu cai dat phﬁn mém hd trg sao luu may chu 4o theo co ché lich tu dong: sao Iuu dix
liéu phat sinh hang ngay va sao luu dir liéu day du sau 25 ngay. Tong dung luong hé
thong sao luu hién tai khoang: 250 TB. Thiét bi sao luu bang tir khoang 300TB.

- V& thiét bi mang, bao mat: C6 04 thiét bj tuong ltra (02 Sophos XG 450 va 02
PAN-PA-3430/Palo Alto Networks); 02 thiét bi chuyén mach 161 (switch core, gém 02
thiét bi Dell EMC S5296F-ON lam nhiém vu chuyén mach 18i chinh); 04 thiét bi
chuyén mach ToR (S4128F-ON/Dell EMC va S5224F-ON/ DELL); 14 thiét bj chuyén
mach két ndi (Switch Access), 02 thiét bi can bang tai dudng truyén; 02 thiét bj can
bang tai tmg dung, 01 thiét bi phong chdng tan cong DDoS va 01 thiét bi tudng lira
WAF.

- Kénh truyén: Hién tai dang str dung tong sd 02 kénh truyén leaseline dé duy tri,
cung cap cac dich vu tai TTTHDL trén mdi truong mang internet. 02 dudng truyén
duoc cung cap boi cac nha mang khac nhau dé dam bao tinh du phong. Ngoai ra tinh
TTDL Béc Giang cii d4 trién khai hé théng mang WAN két ndi tir TTTHDL dén cac
s&, ban, nganh tinh va hé thong mang TSLCD dén cap x4, phuong.

- Céc hé thdng thong tin hién tai dang duoc giam sat boi Trung tim SOC va dich
vu 24/7 cta don vi cung cép dich vu.

- Danh séch thiét bj trong hé thdng: (c6 phu luc 2 kém theo).

- Danh sach cac hé thong thong tin dang cai dat tai Trung tam THDL: Trong
95 hé théng thong tin caa cac s¢ nganh thuc hién ra soat, Hién nay c6 45 hé thdng
duogc cai dat tai Trung thm THDL Bic Giang cii. Trong 16 hé théng thdng tin ding
chung c6 12 hé thong thong tin duoc cai dat va van hanh tai Trung tam THDL Bic
Giang cii (c6 danh s&ch kem theo Phu luc 2).

- Danh sach quy hoach VLAN va IP cho cac phan vung tai TTDL (cé danh
s&ch kem theo phu luc 1).
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2.2. Hién trang cong tac dam bao an toan thdng tin (theo Cong van
1552/BTTTT-THH va van ban 708/BTTTT-CATTT cua Cyc An toan thong tin).
2.3 Hién trang ngudn nhan luc van hanh

Stt | Ho va tén Chirc vu T‘rinh do Chuyén nganh
dao tao

1 Nguyén Vin Tuin Truéng Phong Thac sy Khoa hoc may tinh

2 | Pham Van Chinh Chuyén vién DPai hoc CNTT

3 | Nguyén Vin Linh Chuyén vién Pai hoc | An toan thong tin

4 | B6 Duy Khanh Chuyén vién Paihoc |CNTT

2.4 Hién trang cdng tac quan ly, van hanh, sir dung tai nguyén TTDL

- Cong tac ban hanh van ban quan ly: Hién nay cac van ban cua tinh ban
hanh chinh sach quy dinh cho Trung tim THDL gdm c6 02 QB: Quyét dinh sb
422/QD-UBND ngay 23/08/2022 cua Chu tich UBND tinh Bac Giang Vé viéc phé
duyét cap do an toan hé théng thong tin ddi véi cac Hé thong thdng tin thuc Trung
tam Tich hop dit liéu tinh Bic Giang; Quyét dinh s6 03/2025/QD-UBND ngay
09/01/2025 cua UBND tinh Bac Giang ban hanh Quy ché quan ly, van hanh, khai
thac va dam bao an toan thong tin d6i vai Trung tam Tich hop dir liéu tinh Bac
Giang;

- Cong nghé quan tri Trung tm dir liéu: Trung tam di liéu tinh Bic Giang
cli duoc trién khai trong 2 giai doan. Giai doan 1: 2015-2023 Trung tam THDL st
dung hé thong quan 1y Vmware Vcenter 7.15 dé quan ly ha tang ung dung. Giai
doan 2 tir nam 2023 dén nay hé théng duoc dau tu cong nghé Pién toan dam may
riéng (private cloud). Kién trac dién toan thong nhat theo d6 moi thanh phan trong
dam may duoc dinh nghia hoan toan béi phan mém, khong gan voi bat cir nén
phan ctng cu thé nao, dem lai cho dam may mot kha nang linh hoat nhat, thong
qua cac co ché ty dong hda hoan toan ¢ phia ha tang. Kién trac dién toan dam may
nay duoc dit tén 1a Trung Tam di liéu do phan mém dinh nghia (Software-Defined
DataCenter hay SDDC).

- Cong tac quan ly giam sat Trung tam dir liéu: Hé thong giam sat dich v,
hiéu nang hé thong va hé théng giam sat nhiét dé, dé am:

H¢ thong giam sat dich vu:

+ Hién nay Trung tim THDL dang dugc trang bi hé théng giam sat trang thai
dich vu bang phan mém Dude 7.

+ Trang thai cac dich vu cai dat tai Trung tim THDL (c6 nhan tin dén SMS,
gri mail, canh bao hinh anh, popup khi ¢6 su cb);

+ Trang thai cac may chi (c6 nhin tin dén SMS, giri mail, canh béo hinh anh,
popup khi ¢6 su cd);

+ Trang thai dudng truyén (c6 nhan tin dén SMS, gii mail, canh bao hinh
anh, popup khi ¢o su ¢b);
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H¢ thong giam sat nhiét do, o am:

Hé thdng giam sat nhiét do do am tai Trung tim THDL dang st dung hé théng
VERTIV RDU501 cta hdng Vertiv. Hé thong dang dugc cau hinh gidm sét nhiét
d6, d6 am, giam sét ta dién, diéu hoa tai Trung tdm THDL. Hé théng c6 kha ning
goi dién, nhin tin cho can bo quan tri khi co su ¢b say ra.

1 System Status: Normal Operation < (=
2 Operating Mode: Auto g =]
3 Return Air Temperature: 20.3°C < =
a Return Humidity: 62.6% O =]

Operation State: On < (=
6 Fan State: On & E|
7 Cooling State: Off & =
8  Heating State: Off N |
9 Dehumidifier State: Off Q2 (=]
10 Humidifier State: Off < B
1 Heating Capacity: 0.0 % Q ]
12 Cooling Capacity: 0.0 % :-:" E]

13 Fan Speed: 85.0%

<o B

- Hién trang khai thac va sir dung tai nguyén caa Trung tdm THDL.:

- Hé thong may chu vat 1y bao gom 75 may chu vét ly luén san sang vé tai
nguyén tinh toan nhu CPU, RAM khi ¢6 yéu cau trién khai cac hé thong méi. He¢
théng cic ung dung dung chung va cac tmg dung ctia cic co quan don vi bao gdm
450 may chu 4o hoa. Hé thong luu trit SAN voéi tong dung luong 1a 350 Tb, mirc
d6 str dung chiém 80%. Tong dung luong RAM 1a 15TB, muc d6 sir dung dat
78%. Tong s6 luong CPU 1a 4.700GHz, muc do sir dung dat 40%.

111.KHO KHAN VUONG MAC, NGUYEN NHAN

Cin ctr Thong tu s6 23/2022/TT-BTTTT ciia Bo Thong tin va Truyén thong;
Can ctr huéng dan theo quy dinh tai muc IV Déi tugng, pham vi trién khai tai Nghi
quyét sb 175/NQ-CP ngay 30/10/2023 cua Chinh phu vé viéc Phé duyét dé an
Trung tdm dix liéu Quéc gia. Can ctr Nghi quyét s6 214/NQ-CP ngay 23/07/2025 cua
Chinh phu vé viéc Ké hoach hanh dong ctiia Chinh pha thuc day tao 1ap dit liéu phuc vy
chuyén d6i s toan dién; Can ctr Quyét dinh s6 03/2025/QDB-UBND ngay
09/01/2025 cuia UBND tinh Bic Giang va Quyét dinh sé 15/2023/QD-UBND ngay
18/8/2023 cua UBND tinh Bac Ninh ban hanh Quy ché quan ly, van hanh va st
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dung Trung thm THDL; Can ct Quyét dinh sé 422/QD-UBND ngay 23/08/2022
cia Chu tich UBND tinh Bic Giang; Quyét dinh s6 532/QD-UBND ngay
7/10/2024 cua Chu tich UBND tinh Bac Ninh Vé viéc phé duyét cap do an toan hé
théng thdng tin Trung tdm Tich hop dix liéu tinh.

1. Trung tdm THDL tinh Bic Giang cii

1.1 Khé khin vuéng mic

Ha tang may cha Trung tim THDL Bic Giang cii dugc dau tu theo nhiéu giai
doan vi vy céc thiét bi dau tu khong dong bd, chua dap tng theo Thong tu sb
23/2022/TT-BTTTT cta Bo Thong tin va Truyén thong, khé khin trong cong tac
quan tri van hanh. Ha tang phong trong trung tm THDL chua dap tGng theo tiéu
chuan, quy chuén theo quy dinh.

- C4c thiét bi dau tu tir nam 2013 dén nay nhiéu thiét bi xuéng cap, van hanh
khong 6n dinh. Hé théng may cha, luu chit dau tu méi dap img dugc nhu cau su
dung hién tai chwa dap tmg dugc cho nhu cau giai doan 2026-2030. Thiét bi luu trix
ciia TTDL dang thiéu tai nguyén luu trit hiéu ning cao. Sau khi sat nhap tinh, cac
tng dung va dich vu c6 thém nhiéu nguoi dung truy cap nén can bé sung thém tai
nguyén luu trit hiéu ning cao dé dam bao dap wng véi tai hién tai va mo rong trong
tuong lai.

- Mot sé cdng cu méi duge dau tu bd sung nang cap cudi nam 2024 dau 2025
dé dap tng yéu cau dam bao an toan thdng tin cip do 3, tuy nhién chua chua thuc
hién ra soat cai dat 4p dung cho cac hé thong thdng tin dam bao theo quy dinh cap
do.

- Con thiéu mot s6 goi dich vu hd tro, bao tri dinh ky tir hdng cung cap thiét
bi. Viéc khong c6 dich vu hd tro hang nim anh huong dén bao cap nhat ban va va
xu ly sy ¢b kip thoi.

- Chua tham muu ban hanh cac quy trinh ISO ap dung cho cbng tac quan tri,
van hanh, dam bao an toan théng tin cho Trung tam THDL.

1.2 Nguyén nhan
- Ha tang méy chi Trung tdm THDL tinh Béc Giang cii dugc dau tu theo

nhiéu giai doan, thiéu dong b, chua dap g day du cac tiéu chuan caa trung tam
THDL.

- Boi v6i quy mo ha tang va cac hé thong thong tin nhu hién tai thi nhan lyc
phuc vu cong tac quan tri hé thong TTDL con thiéu.

2. Trung tm THDL Bic Ninh cii

2.1 Khé khan, Vlré’ng mic

Hién nay mot sb phan mém hé thong, thlet bi quan trong da het han ban quyén st
dung (do cac hang san XUAt da ngumg cung cap, va mot so cling sap dén thoi han dimg

hd tro cling nhu thiéu mot sb thanh phan dam bao an toan thong tin theo quy dinh tai
van ban 1552/BTTTT-THH va van ban 708/BTTTT-CATTT.

2.2 Nguyén nhan
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+ Thoi diém xay dung Trung tdm dir liéu tinh ndgm 2018-2019 luc do dang xay
dung dua theg tiéu chuan TCVN 9520:2013 hi¢n nay da ban hanh tiéu chuan mai hon
d6 1a tiéu chuan TCVN 9520:2021.

+ Do thoi diém déau tu va xay dyng Trung tam dir liéu cua tinh la ndm 2018, trong
khi cac quy dinh, huéng dan méi vé an toan, an ninh mang tai Cong van 1552/BTTTT-
THH va vin ban 708/BTTTT-CATTT dugc ban hanh sau d6, nén mot sd hang muc bét
bude lién quan dén bao dam an toan thong tin hién van con thiéu hodc chua dap tmg
day du yéu cau ky thudt moi. Bén canh do, sau thoi gian str dung ban dau mot so thiét
bi va ban quyén phan mém da hét thoi han bao hanh, hd tro chinh hing, dan dén viéc
khong con duoc cap nhat tinh ning va nang cip bao mat mdi nhat.

IV.DE XUAT GIAI PHAP

1. Pé xuat

Pé phat huy nhimg diém manh cua 2 trung tam, khéc phuc nhimg ton tai han che
dam bao cac hé thong hoat dong 6n dinh, timg budc nang cip hé théng dap tmg yéu cau
trong thoi ky méi. Dé dam béao cac giai phap, phuong an quan tri, van hanh 2 Trung
tam tich hop dir liéu bao dam an toan, hiéu qua, ding quy dinh theo. Trung tam
Coéng nghé thong tin va Truyén thong dé xuat giai phap thuc hién theo cac giai doan
nhu sau:

1.1 Giai doan 1:

Thuc hién két ndi 02 Trung tm THDL (trong ngan han) véi muc dich: Duy tri
hoat dong cac hé thong thong tin dang chay tai 02 song song Trung tam dit liéu; HO
tro, két néi chia sé giai phap dam an toan thong tin dap ¢ng yéu cau theo tiéu
chuan cap d¢. Thuc hién theo cac budc nhu sau:

- Budc 1: Khao sat chi tiét md hinh, ha tang thiét bi, mang bao mat, tai 02
Trung tam dit liéu. Panh gia nang lyc chiu tai cua hé thong, do kiém hiéu ning céc
thiét bi mang, may cha, luu trir. dy b&o nhu cau mé rong trong 3-5 niam toi dé
tranh lang phi dau tu.

- Budgc 2: Xay dung md hinh két ni mang, truyén dan:

+ Xay dung ban hanh quy hoach dia chi IP cho cac phan vung 2 Trung tam
THDL va cac don vi trong tinh: Bao gom phan hoach dia chi IP theo quy dinh cua
Cuc buu dién trung wong cho 02 Trung tam dir liéu, IP cho cac don vi trong tinh.

+ Quy hoach két néi 2 Trung tam dit liéu, noi dung bao gom: Xay dung mo
hinh két ndi 2 Trung tdim. Xac dinh cac phan ving cho phép két ndi chia sé thong
tin;

- Buéc 3: Thyc hién phdi hop cdu hinh dia chi giai phap

+ Cau hinh dia chi IP theo quy hoach.

+ Cau hinh Router két ndi, lién théng gitra 2 trung tdm theo phuong an quy
hoach (chi cho phép chia sé¢ cac vung).

+ C4u hinh giai phap bao mat giira hai trung tam.

- Budc 4: Xay dung céc quy trinh 1SO ap dung quan 1y Trung tam THDL; dao
tao, tap huan nang céo trinh ¢ cho c&n bo quan tri Trung tam THDL;
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+ Xay dung hé théng giam sat tap trung cho ha tang 2 Trung tam: giam sat
mang, may chu, luu trit, dich vy, an ninh.

+ Xay dung quy trinh: Tham muu xay dung quy trinh 1SO trién khai cong tac
quan ly, van hanh va dam bao an toan théng tin ap dung cho 02 Trung tam THDL.

+ Pao tao, tap huan nang cao trinh do cho can bo quan tri Trung tm THDL
dé xuat 02 hinh thirc: Dao tao chéo (can b quan tri 02 Trung tam dix liéu tu dao
tao cho nhau); thué chuyén gia c4c hdng san pham cua cac don vi dao tao;

+ Xay dung kich ban cac buédc xir Iy khi mot trung tam gap su cd, trién khai
bé tro gitra 02 trung tdm dix liéu nham céc dich vu hoat dong lién mach va 6n dinh.

Peé xuat kinh phi trién khai thuc hién

STT Noi dung Kinh phi dy kién
(Tri€u dong)
1 | Go6i 1: Khao sat hi¢n trang, quy hoach dia chi IP, 350

mo hinh két ndi, trién khai cai dat, cau hinh, chia
s¢, ddm bao an toan thong tin cho 2 Trung tam

THDL

2 | Goi 2: bao tao tap huén, nang cao trinh d§ cho can 300
b0 quan tri Trung tam THDL

3 | Goi 3: Xay dung chinh sach quan ly, quy trinh ISO 300

trién khai cong tac quan Iy, van hanh va ¢am bao an
toan théng tin ap dung cho 02 Trung tdm THDL

1.2 Giai doan 2:

Thyc hién nang cap hai Trung tam THDL tinh theo mé hinh DC-DR theo tiéu
chuan TIA-942 hoac Uptime Tier-3, Trung tdm dir liéu hang Il - TCVN
9250:2021.

Noi nhan: GIAM POClép

-Lb S¢ (b/c);

-LDTT;

- Cac phong thuoc TT;
- Luu: VT.

Tran Thi Xuan
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Phu luc |

HIEN TRANG TRUNG TAM THDL BAC NINH (CU)

1. Hién trang vé kénh truyén két néi mang

/IBC-CNTT&TT ngay / /2025 ciia Trung tdm CNTT&TT)

Trung tAm dir liéu c6 cac dudng truyén WAN va Internet phuc vu ngudi dung truy
cap ung dung nghi€p vu cling nhu internet.

STT Kénh truyén Nhi;;mg Dung lugng IP Public
Trong nudc:
£ 980Mb 14.238.6.160/28
L Internet tryc ticp VNPT | Nuée ngodi: 20 | 14.238.6.153/29
MB
Trong nudc:
5 Internet truc tié Viettel 500Mb 125.235.11.192/30
' i p Nudc ngoai: 5 | 125.212.134.128/28
MB
3. WAN ndi tinh VNPT Tbc d6: 1Gb 10.85.86.253/24
g, | RetnotMangtuyenso |y pp | e go. gMb 10.0.10.176/29
liéu chuyén dung cap 1
2. Danh séach thiét bi
x Don | o4 roduct
STT Thiét bi vi Model P Ghi cha
: .5 | lwgng number
tinh
. , . HPE
1 hfi‘éyn"hu dang thHéfl 48 | SY480 871940-B21
P & Genl0
Hé thong khung He HPE
2 |méychidang | < | 1 |Synergy |797740-B21
phién £ 12000
A HPE D hét vong
3| Router BO | 2 sreeoz | IC34A doi san phim
Thiét bi mang HPE
4 | chinh (Spine BO 2 JH262A
i 12904E
Switch)
Thiét bj LAN A HPE FF i hét vong
> | switch Bo 12 15940 JH3TA doi san pham
thl@t bi tu:(yng A C.ISCO EPR2110- Dé h?et vong
6 | lra internet va Bo 2 Firepower NGEW-KO doi san pham
mang WAN 2110




. Bon | o4 roduct
STT Thiét bi vi Model b Ghi chd
. lwong number
tinh
’ Cisco Di hét vong
7 Thiét bi tuwong Bb 2 Cisco FPR4110- do1 san pham
Iura 161 ¥ Firepower | NGFW-K9
4110
Thiét bi tuong Imoerva D3 hét vong
8 |liachotngdung | Bo | 1 P ddi san pham
X4510
web
A A% F5-BIG- D3 hét vong
9 g?“b“mnmmg Bo | 1 |LTM- doi san phdm
15800
Chéne tn can F5-HRC- D3 hét vong
10 DD0§ € | By 1 | DHD- doi san pham
15800
Giai phap chéng R 2550NX-
11| 4n cong APT Bo LT hw
, , n IBM
12| My chu Bo |1 T x3e50M2 | IBM X3650M2
WS- Da hét vong
13 | Switch layer 2 cai 1 C2960- do1 san pham
24TT-L FOC1102258S
WS- Da hét vong
14 | Switch layer 2 cai 2 | C2960X- doi san pham
24TS-LL FOC2045Y1FH
3. Hién trang cong tac dam bao an toan thong tin
STT | Thanh phan Cong ngh¢ thong tin | e 20 thiée bi Hién trang
thiét yéu
Trung tam Dir
Tiéu chuén an toan an ninh théng h?l: tmhAda Ad WS
| e A aa phé duyét cap do
tin cap do 3 R N
an toan thong tin
’ cap do 3
1 C6 phuong an quan ly truy cap, H¢ thong SVPN do Dén
" | quan tri h¢ thong tir xa an toan Viettel cung cap puns
Chua dap tng
C6 phuong an quan 1y truy cap gitta | H&¢  thdéng  Firewall (’Chuavtrlen k;hal
A N X A . e 9 tinh nang chong
2. | cac vung mang va phong chong xam | Cissco, cO tinh nang ;

nhap

IDS

tan cong xam
nhap IPS cho hé
thong)




STT | Thanh phan Cong ngh¢ thong tin | oo o iniée b Hién trang
thiét yéu
C6 phuong 4n phong, chdng tin Thiét bj WAF cua hing .
3. A . bép ting
cong mang cho ing dung web Imperva
C6 phuong dn can bang ti, dy Thiét bi can bing tai .
4. | phong néng cho cac thiét bi mang 1~ bép ting
. cua hang F5
chinh £
St dung giai phap ma
nguén mo Database
Firewall cho hé thong
Giai quyét thu tuc hanh
, 1a a4 \ chinh cua tinh. Céc
5. r(rjl(;i Pgﬁgf(li irété%ol?éim an todn cho may chiu CSDL dugc | Chua dép ing
y : dat trén cac VLAN
riéng va dugc quan ly
truy xuat gilra cac vung
boi  Firewall Cisco
4110.
C6 phuong an chin loc phan mém | Chua dugc trang bi giai .
6. ddc hai trén moi truong mang phap/thiét bi. Chua dép (mg
7 C6 phuong an phong chong tan cong | Thiét bi chong tan cong Dén
" | ttr cho1 dich vu DDos cua hang F5 pung
Co6 phuong an bao dam an toan
8 thong tin cho h¢ thong thu dién tur. H¢ thong Email Dén
" | (Chi ap dung doi voi hé thong thu | Security cua Viettel pung
dién tu truc ti€p két nd1)
9 Co6 phuong an quan ly truy cap lop Ch}ra dq?c t‘rang bi giai Chua dép (mg
mang phap/thiét bi.
bap tng
(B6 sung thém
’ ‘ ‘ giai phap giam sat
10 C6 phuong an gidm sat h¢ thong | Phan mém gidm sat h¢ | h¢ thong thong tin
" | thong tin tap trung thong HP IMC; tap trung phuc vu
cong tac theo doi,
giam sat, quan ly
di€u hanh)
Co6 phuong an gidm sat an toan hé He thong SIEM (;S OC), o
11. X NI do Viettel cung cap thi bép ting
thong thong tin tap trung 2
diém
Co6 phuong an quan ly sao luu du He thong SAN, NAS,
12. PIUONg an quan 1y ¥ | Dell Isilon A200, HP Dép tmg

phong tap trung

backup Tape.




STT

Thanh phian Céng nghé thong tin
thiét yéu

Giai phap/thiét bi

Hién trang

13.

C6 phuong an quan ly phan mém
phong chong ma doc trén cac may
chi/may tinh nguoi dung tap trung

Hé théng BKAV
enpoint va Symantec
cho may chu

Dép ung

14.

C6é phuong an phong, chong that
thoat dir li¢u

Chua dugc trang bi giai
phap/thiét bi.

Chua dap tng

15.

C6 phuong 4n duy tri it nhat 02 két
ndi mang Internet tir cac ISP sur
dung ha tang két ndi trong nudc
khac nhau

Dang st dung 2 h¢
thong mang do VNPT
va Viettel cung cap

Dap ting

16.

Co6 phuong an bao dam an toan cho
mang khong day (Yéu cdu nay chi
ap dung trong trudng hop hé thong
Mang khong day két nbi truc tiép
v6i hé thong Co so dir lidu qudc gia
vé dan cu, hé théng dinh danh va
xac thuc dién tir)

Trung tam dur liéu tinh
khong trién khai mang
khong day

Dap ting
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) _ Phu lyc I A
DANH SACH TEN HE THONG THONG TIN

IBC-CNTT&TT ngay / /2025 cua Trung taim CNTT&TT)

Cép Phwong 4n
. 1 Chii quan Pon vi van Pia diém Phé duyét cap sau
SIF LG L HTTT hanh dat HTTT db ngay
1/7/2025
Hé thong thong tin giai quyet
1 tha tuc hanh chinh tinh Bac 3 TT Hanh chinh céng tinh | TTUDKH&CN TTDL tinh D3 phé duyét Van sir dung
Ninh
Hé théng quan 1y vin ban va T : A x
2 didu hanh khéi Pang 3 Van phong tinh uy TTUDKH&CN TTDL tinh ba phé duyét Van sir dung
3 | Trang Cog%f?\j’i frf” twtinh | 5| \an phong UBND tinh | TTUDKH&CN |  TTDLtinh Pa phé duydt | VAn sit dung
Phan mém quan ly an toan ok : . A
4 thuc pham tinh Bc Ninh 2 SoY té TTUDKH&CN TTDL tinh ba phé duyét
bong khong
CSDL Gis trong quan ly cac - , X A s str dung theo
5 KCN 2 Ban quan ly KCN TTUDKH&CN TTDL tinh b3 phé duyét thong béo Két
luan so 231
. bong khong
g | CSDLGisvequanlynganh |, S& Cong thuong TTUDKH&CN |  TTDL tinh Pa phé duyet | Swdung theo
cong thuong thdng bao ket
luan so 231
bong khong
CSDL GIS trong nganh giao A . X A A str dung theo
7 thong van ti 2 S¢ Xay dung TTUDKH&CN TTDL tinh ba phé duyét théng béo Két
luan so 231
g | CSDL doanhN?gL"@p tinhBac |, S¢ Tai chinh TTUDKH&CN |  TTDLtinh Pi phé duyét
9 CSDL vé dé tai KHCN 2 S Khoa hoc cong nghé | TTUDKH&CN TTDL tinh Di phé duyét VAan st dung
10 | Phan mém truy xuat ngudn 2 S Khoa hoc cdng nghé | TTUDKH&CN TTDL tinh Pa phé duyét

5




g

Phan mém theo dbi, danh gia,
xac dinh chi s6 CCHC va co

11 | quan trong sach, virtng manh S6 Noi vy TTUDKH&CN TTDL tinh ba phé duyét
hang nam cua cac So, ban,
nganh,
Phan mém quan ly cdng tac
12 | Thi dua - Khen thuéng tinh S Noi vu TTUDKH&CN TTDL tinh Di phé duyét
Bac Ninh
Phan mém quan 1y van ban, . R ) 7 A s x
13 ti lieu s hoa tinh Béc Ninh S& Khoa hoc cong nghé | TTUDKH&CN TTDL tinh Da phé duyét Van sir dung
Phan mém quan 1y Chuong S& Nong nghiép moi 7 A x
14 trinh OCOP tinh B4c Ninh rdng TTUDKH&CN TTDL tinh b3 phé duyét Van st dung
Van sir dung
15 He théng quan 1y tusi S0 Norlilrgﬂg@p MOl | TTUDKH&CN |  TTDL tinh P phé duyét
16 CSDL dia chinh S0 N”Eﬂg;'ep Mol | TTUDKH&CN TTDL tinh Pa phé duyét | VAn si dung
17 | CSDL quan Iy mdi truong 50 Norlfur(“ygngw MOl TTUDKH&CN TTDL tinh Piphé duyét | VAn st dung
1g | Phanmem quan Iy khi twong S¢ Nong nghiép moi | -1k geN | TTDL tinh Pa phé duydt | VAn sit dung
thiy van va bién doi khi hau truong
19 | Phin mém giam sat rac thai S0 Noqgurgggep Mol | TTUDKH&CN TTDL tinh Pa phé duyét | VAn si dung
Hé thdng tong hop, xac thuc . R . 7 A
20 va cung cAp di lidu tap trung S Khoa hoc cong nghé | TTUDKH&CN TTDL tinh b3 phé duyét
Cong thong tin dién ta tinh . A . . < A A X
21 B¢ Ninh S& Khoa hoc cong nghé | TTUDKH&CN TTDL tinh ba phé duyét Van st dung
2 | CSBL ”en(%*s t'%ﬁ”ng chung S& Khoa hoc cdng nghé | TTUDKH&CN |  TTDL tinh Pa phé duyét
. R N L bong khong
23 Gis nganh Thong tin va S& Khoa hoc cong nghé | TTUDKH&CN TTDL tinh ba phé duyét sur dung theo

Truyén théng

thong bao két




luan sb 231
24 | HE thonggi%inhgnﬁan ban va S& Khoa hoc cdng nghé | TTUDKH&CN |  TTDL tinh Pa phé duyét | VAn sit dung
g5 | Héthong th“N‘ii;%” tir tinh Bac S& Khoa hoc cong nghé | TTUDKH&CN |  TTDL tinh Pa phé duyét
Phan mém Phan &nh kién . R ) 7 P
26 nghi trén thiét b di dong S Khoa hoc cong nghé | TTUDKH&CN TTDL tinh b3 phé duyét
Hé thdng camera giam sat 7 . ) 7 P x
27 trén dia ban TP Bic Ninh S& Khoa hoc cong nghé | TTUDKH&CN TTDL tinh b3 phé duyét Van sir dung
Hé thdng hoi nghi truyén hinh 7 R ] : A
28 tinh Bic Ninh S& Khoa hoc cong nghé | TTUDKH&CN TTDL tinh b3 phé duyét
Phan mém tu dong hda cong
tac xay dung, quan ly, van
29 | hanh, khai thac CSDL ly lich S6 Tu phép TTUDKH&CN TTDL tinh D3 phé duyét
tu phap va cap Phiéu ly lich
tu phap
30 | ©Ong thong tin du lich thong S¢ VHTTDL TTUDKH&CN TTDL tinh Pi phé duyét
minh tinh Bac Ninh
CSDL Gis quan Iy hé théng S]?%n%]k};ﬁgg
31 | thong tin quy hoach tinh Bic S¢ Xay dung TTUDKH&CN TTDL tinh Da phé duyét t;fﬁn“; bgéo Wit
Ninh luan sb 231
Cong thong tin dién ti Vién i : A
32 Kidm sat nhan dan Bic Ninh Vién kiém sat tinh TTUDKH&CN TTDL tinh b3 phé duyét
Hé théng camera an ninh trén \ A . . < 1A A
33 dia ban thanh phé Béc Ninh S& Khoa hoc cong nghé | TTUDKH&CN TTDL tinh b3 phé duyét
34 | He thongB%E [,)\I'i‘n‘r’]e gia tinh S¢ Tai chinh TTUDKH&CN |  TTDL tinh Pa phé duyét | VAn sit dung
Hé thdng phan mém quan ly
35 | ké hoach thanh tra va theo doi Thanh tra tinh TTUDKH&CN TTDL tinh b3 phé duyét Van st dung
don doc sau thanh tra
36 | "hanmem phananh hién S Khoa hoc cong nghé | TTUDKH&CN TTDL tinh P phé duyét

truong




Hé thdng Quan 1y céc co s&

37 day nghé S& Gido duc va Pao tao | TTUDKH&CN |  TTDLtinh PA phé duyét
trén dia ban tinh
38 \';'ue ég‘r’lgg 50 hoa két qua dich TT Hanh chinh cong tinh | TTUDKH&CN |  TTDL tinh Khong xéc dinh
Hé thdng quan 1y tai liéu luu
39 trir So Noi vu TTUDKH&CN |  TTDLtinh PA phé duyét
tinh Bac Ninh
a0 | Hé thong quan ly can bo cong S& Noi vu TTUDKH&CN |  TTDL tinh Pa phé duyét
chuac vién chac
41 HE thong quin 1y duong S& Khoa hoc cong nghé | TTUDKH&CN |  TTDL tinh Pa phé duyét
truyen so li¢u
Phan mém CNTT quan ly
42 | PCCC&CNCH cong an tinh Cdng an tinh TTUDKH&CN TTDL tinh Da phé duyét
Bac Ninh
H¢ thong co so dir ligu quan S& Néna nahiéo méi
43 ly © t?w%]gw TTUDKH&CN TTDL tinh Piphé duyét | VAn si dung
moi truong tinh
a4 | Tracuu dleTT—léth tot nghicp S& Gido duc va Pao tao | TTUDKH&CN |  TTDLtinh Khong xéc dinh
45 | Trang thontéténN?gL ngoai tin S& Khoa hoc cong nghé | TTUDKH&CN |  TTDL tinh Pa phé duyét
46 | Héthong bao cao ban quan ly Ban quan Iy KCN TTUDKH&CN |  TTDLtinh D3 phé duyét
cac khu cong nghiép
47 Hé thong Single Sign-On S Khoa hoc cong nghé | TTUDKH&CN TTDL tinh Chua phé duyét







(Kem theo Bao cdo so

Phu luc 2

HIEN TRANG TRUNG TAM THDL BAC GIANG (CU)

1. Kénh Truyén ‘
Trung tdm THDL st dung 02 kénh truyen

/BC-CNTT&TT ngay

I /2025 cua Trung tam CNTT&TT)

STT Kénh truyén Nhi;;mg Dung lwgng IP Public
Trong nuoc: AS149127
v 600Mbps .
1. Internet truc tiép VNPT N \i 20 BacGiang
Hoe ngoat: 103.164.244.0/23
Mbps
Trong nudc: AS149127
£ . 600Mbps i
2. Internet truc ti€p Viettel Nube neodi: S BacGiang
Hoe neoal: 103.164.244.0/23
Mbps
e Toc do:
3. WAN noi tinh VNPT 100Mpbs/ 1Gbps
2. Danh séach thiét bi
STT Thiét bi Pon vi tinh 50 Model
lugng
1 May chu dang phién Hé théng 14 Dell MX750C
2 HE thong khung miy chidang | o 5 02 Dell MX7000
phién
3 May chu Dell R740 Hé théng 35 May cha Dell R740
4 May chui Dell R720 Hé théng 11 May chi Dell R720
5 May chu Dell R650 Hé théng 5 May chua Dell R650
6 May chi Khac Heé théng 12
7 Router Bo 2 Microtik
8 Thiét bi Switch (Core) Bo 2 Dell S5296F-ON
9 Thiét bi Tor Switch B 18 Dell
10 Thiét bi twong lira internet va Bo 4 02 PAN PA3430, 02
mang WAN Paoloalto, Sophos. ' Sophos XG 450




STT Thiét bi Ponvitinh | > Model
lugng

17 | Thictbrtuong lun cho ting dung Bo 2 | F5-BIG-AWF-R4600

12 Thiét bi can bang tai ing dung B 1 A10 Applicantion
Hé théng quan Iy truy cap 16p a1 A

13 mang NAC H¢ thong 1

14 Hé théng SAN Suitch Bo 5

15 Hé théng Luu trit (IBM, DEL) Bo 9
Hé thong quan 1y truy cap 16p A A

16 mang NAC H¢ thong 1

17 Hé théng bao chay FM200 Hé théng 1

18 H¢ thong diéu h_oa chinh xac H¢ théng 3 Vertiv

Vertiv

Heé théng quan 1y truy cap 16p a1 A

19 mang NAC H¢ thong 1

11
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Danh séach hé théng théng tin 2 tinh

Tén hé théng thong tin nén tang/ phan mém dung

Don vi dugc

T chung giao cha tri
Hé théng thong tin dung chung
1 | Hé thong thu dién tir cong vu Béc Giang
2 | Hé thong Cong thong tin dién tir Bac Ninh
3 | Hé thong nén tang xac thyc tap trung (SSO) Bac Giang
4 | Nén tang tich hop, chia sé di liéu cua tinh (LGSP) Bac Giang
5 | Cong di liéu mo Bic Giang
6 | Kho dir liéu s6 Bac Giang
L, |He thong Quan Iy van ban va Biéu hanh cong viéc Bic Giang
(QLVB&DHCV)
8 | Hé thong thong tin giai quyét TTHC tinh Bac Ninh
9 | Hé thong thong tin bao céo Bic Giang
At A . Dung song son
10 | H¢ thong camera tinh %2 tir?h g
11 | Hé thong thong tin phan anh hién truong Bac Ninh
19 Nén tang giao tiépésé gitra chinh quyén véi ngudi dan, Béc Giang
doanh nghiép (I Bac Giang)
13 Nén t%mg nhan dang ky tu quang hoc (OCR) dung chung Béc Giang
cho cac co quan nha nu6c
14 | Hé thong may chu cung cap dich vu ky sd Bac Ninh
At A N : % Dung song song
15 | Hé thong hoi nghi truc tuyén 02 tinh
16 | Nén tang GIS dung chung Bic Giang
A A . Dung song song
17 | Ha tang trung tam tich hop dir liéu 02 tinh
Lién hiép cac hdi Khoa hoc va Ky thuét tinh Bic Giang
L I;ééct}é)'ir;ﬁ;o so dit lidu va s6 hoa hoat dong cua Lién hiép hoi tinh Béc Giang
Cong an tinh
1 | Hé thong camera giam st an ninh Ca 2 tinh
2 | Phan mém quén 1y nha tro Bic Giang
3 | Nén tang ban do s phuc vu cong tac bao dam an ninh trét tu Bic Giang
Ban Quan ly cac KCN
1 | Phan mém Quan 1y ha tang va doanh nghiép Bic Giang
2 | Hé thdng bao céo truc tuyén Bic Ninh
3 | Hé thong thong tin trong cac khu cong nghiép Bic Ninh
Pai PTTH
1 | Phan mém dung phim Adobe primiere CC 2017, 2022, 2024 Ca 2 tinh
2 Phan mém thu am, bién tap cac chuong trinh phat thanh Adobe Ca 2 tinh

audition CC 2017, 2024

12
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Phan mém phat file &m thanh mAirlist Professional Studio 2020,

3 2021 Ca 2 tinh
4 | Phan mém phat file video Airbox 2019, 2023 Ca 2 tinh
5 | Phin mém trudng quay ao Unicat Bic Giang
6 | Hé théng quan 1y, luu trit dir liéu Metus MAM Bic Giang
7 | Hé théng quan Iy tai nguyén sé HDUltrasoft Bic Ninh
8 | Hé thong luu trir NAS Bic Ninh
Sé Dan toc va Ton giao
1 | He théng thong tin dit liéu vé cong tac dan toc tinh Bic Giang Bic Giang
2 Hé thong quan ly Chuong trinh myc tiéu quéc gia phat trién kinh té- Béc Giang
x3 hoi viing dong bao DTTS va mién ndi tinh Bic Giang
Sé Giao duc va Dao tao
) Dung chung h¢
1 | H¢ thong co s¢ dir liéu nganh Gido duc va Pao tao thong cua Bo
GDDT
Hé¢ thong quan ly bai giang dién tir va cung cap dich vu khoa hoc truc ’
2 | tuyén chuan hoa phuc vu d6i méi hoat dong day va hoc Bac Giang
https://Ims.bacgiang.gov.vn
3 H¢ thong chuyén doi so0 toan dién cong tac ki€m tra danh gia & bac Béc Giang
phd thpng ‘ i
4 ﬁfptshj)/rtlﬁspéla%; Ir;lrc:;ng%l\lla\r;nly thu vién hoc li¢u dién tir Bc Giang
Dé an trién khai tmg dung tri tué nhén tao (AI) trong day va hoc giai L
5 | doan 20242026 () trone day : Bic Giang
6 | Hé dang ky du tuyén 16p 6 truc tuyén Bic Ninh
Cong thong tin dién tor nganh Gido duc va Pao tao L
7| https:/ibacninh.eduny ' ' Bac Ninh
8 | Hé thong quan Iy hoc ba dién tir, s6 diém dién tir (hoc ba sd) Bic Ninh
9 | Hé thdng quan 1y hd so, s6 sach dién tir Bic Ninh
10 | Quan 1y hoc phi va thanh toan khong ding tién mit Béc Ninh
11 | Hé thong thong tin quan 1y, s6 héa van bang chimg chi Bic Ninh
12 | Hé thong thong tin quan 1y kiém dinh chat lugng gido duc Bic Ninh
13 | H¢ thong thong tin quan 1y tuyén sinh dau cap truc tuyén Béc Ninh
14 | Hé ding ky du tuyén 16p 10 truc tuyén Bic Ninh
S& Nong nghiép va Moi truong
1 | Co so dir liéu dat dai tinh Bac Giang (VBDLIS) Bic Giang
2 | Co so dit liéu moi truong tinh Bic Giang Bic Giang
3 | Hé thong giam sat khai thac khoang san trén dia ban tinh Bic Giang Bic Giang
4 | Hé théng quan tric mdi truong tu dong Bic Giang
5 }Blgct}égr;ﬁ;hﬁn mém giam sat khai thac, sir dung tai nguyén nudc tinh Béc Giang
5 ET}gzn(% it:lrr:; .glam sat, diéu hanh quan 1y bao v¢ rung trén dia ban tinh Béc Giang
7 fr(jryllgd(l_iriré%n CSDL vé cac san pham, khu vuc trong trot nong nghiép Béc Giang
8 Phan mém s6 hoa quy trinh cham diém, danh gia, phan hang san Béc Giang

phiam OCOP trén dia ban tinh Bic Giang
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S6 hoa ving trong cdy 4n qua trén dia ban tinh Bic Giang

? https://sohoavungtrong.bacgiang.gov.vn/ Bac Giang
10 | Co s dit liéu dia chinh (ELIS) Bic Giang
11 | Co s¢ dir liéu quan ly moi trudong Bic Giang
12 | Hé thdng Quan 1y kho luu trit, hd so tai liéu dat dai Bic Ninh
13 | Hé thdng Quan 1y kho luu trit TNMT Bic Ninh
14 PPangmem"quar‘l 1y co s¢ dit liéu khi twong thuy van va bién doi khi Béc Ninh

hau tinh Bac Ninh
Quan 1y s6 liéu quan tric méi truong ty dong cua cic doanh nghiép L
15 | ttén dia ban tinh Bic Ninh Bic Ninh
Phan mém quan ly, giam sat xe cho rac va khoi luong rac thai trén L
16 | dia ban tinh Béc Ninh Bic Ninh
Phan mém béo c4o dich bénh (VAHIS) Lo
17 (https //vahls vn/home/logln aspx) Bac Ninh
Phan mém Hé thdng bao c4o dich bénh thuy san L g
18 (http //tytscucthuy sabi.vn) Bac Ninh
Phan mém: “Co s¢ dit liéu glong thuy sén, thuc an thuy san, san ’
19 | pham xu Iy moi truong nudi trong thiy san” Bac Ninh
(http://csdl.tongcucthuysan.gov.vn)
20 Hé thong co so dir liéu giam st - danh gia thyc hién ké hoach Bée Ninh
(http://dulieutrongtrot.mard.gov.vn)
21 Phan meém co so dir liéu quoc gia nganh trong trot vé dang ky ma so Béc Ninh
vung trong (https://csdltrongtrot.mard.gov.vn)
Co so dir liéu quéc gia nganh bao v¢ thuc vat LA
22 (https://csdl.ppd.gov.vn) Bac Ninh
23 Hé¢ '[.}AlongA giam sat danh gia chuong trlph muc tiéu phat trién l[am Béc Ninh
nghi€p bén vitng (http://giamsatdanhgia.com)
24 | Phan mém cap nhat dién bién rimg FRMS. Béc Ninh
Sé Noi vu

1 | Phan mém Luu trit hd so dién tir Bic Giang

2 | Phan mém quan 1y dit liéu thi dua khen thudng tinh Bic Giang Bic Giang

3 | S6 hoa hd so ngudi co cong Bic Giang

4 | Phan mém Quan 1y can b, cong chirc, vién chuc Bic Giang

Phan mém theo ddi, danh gi, xac dinh Chi s6 CCHC (PAR Index) ,

5 c@a cac S0, co quan thu(f)C’UBND tinh, UBND cap huyén, UBND Bac Giang

cap xa trén dia ban tinh Bac Giang

6 Phan mém quan ly c}}ap Elanh phép luét lao dong, BHXH tai cac Béc Giang

doanh nghiép, Hop tac xa

7 | Hé théng Co s¢ dit li€u An sinh xa hoi tinh Bic Giang Bic Giang

Sé Tw phap

1 | Hé thong thong tin phép luat tinh Bic Giang Bac Giang

2 | Cong thong tin dién tir pho bién gido duc phap luét tinh Bic Giang Bic Giang

3 | Phan mém quan Iy hé thong co sé dit liéu xtr Iy vi pham hanh chinh Bic Giang

Phan mém co s¢ dit liéu cong chimg/chimg thyuc va dit liéu ngin L
4 chan trén dia ban tinh Bac Giang Bac Giang
Sé VHTTDL
1 | Phan mém Quén 1y Phong trao Toan dan doan két Bic Giang
2 | Phan mém Quan 1y hién vat Bic Giang
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3 | Phan mém Quan 1y di san van hoa tinh Bic Giang Bic Ninh
4 | Phan mém Hé thdng thong tin Quén 1y du lich thong minh Béc Giang Bic Giang
5 | Cong Du lich lich théng minh tinh Bic Giang Bic Giang
6 | Ung dung VR360 quang b4 du lich tinh Bic Giang Bic Giang
7 | Trang Théng tin dién tir Du lich tinh Bic Giang Bic Giang
8 | Phan mém Quan 1y xuit ban pham tinh Bic Giang Bic Giang
9 | Trang Théng tin d6i ngoai tinh Bic Giang Bic Ninh
10 | Hé thong Thong tin ngudn truyén thanh co so théng minh ca 2 tinh
11 | Phin mém Quan 1y thong tin bao chi Bic Ninh
Sé¢ Xay dung
1 | Phan mém quan ly phuong tién van tai 6 to Bic Giang
2 | Heé théng CSDL GIS quy hoach xiy dyng tinh Bic Giang Bic Giang
3 gISalig quan ly cong trinh, nha &, kinh doanh bat dong san tinh Bac Béc Giang
Phan mém co s& dit liéu ra soat dbi tuong thué, mua nha ¢ xa hoi trén L
4 o Bac Giang
dia ban tinh
Hé thdng thong tin quan 1y vé linh vyc Giao thong van tai trén nén L g
° GIS diung chung tinh Bic Ninh Bic Ninh
Thanh tra tinh
1 ggan mém quan 1y ké hoach thanh tra va theo doi, don doc sau thanh Béc Ninh
Sé Cong thwong
Phan mém Chuyén trang thuong mai dién tir tinh Bac Giang, thudc L
1 2 PRS- Bac Giang
Cong thong tin dién tor S¢ Cong Thuong
2 | Phan mém website khuyén cong Bic Giang. Bic Giang
San giao dich TMDT Bic Giang (http://san24h.vn); San thuong mai 2 A
3 A Tz ca 2 tinh
dién tr Bac Ninh
S¢Y té
1 | Heé thong ho so stc khoe dién tir nguoi dan Bic Giang
2 | Hé thong y té co so Bic Giang
. ) Dung chung phan
3 | Phian mém co s& dit li¢u tré em: nhaplieu.treem.gov.vn mém do Bo Y té
trién khai
Heé thong thong tin quan 1y chuyén nganh dan s6 - Ké hoach hoa gia Dung chung phan
4 . 2L memdoBoYte
dinh (viét tat 1a MIS).
trién khai
Hé théng quan 1y giam sat bénh truyén nhidm Dung chung phan
5 _ mémdo Bo Y té
https://baocaobtn.vncdc.gov.vn/ 2 .
trién khai
Heé thong thong tin tiém ching quéc gia: Dung chung phan
6 s mém do Bo Y té
https://tiemchung.vncdc.gov.vn/
trién khai
) ) N Dung chung phan
7 | PHAN MEM BAO CAO BENH KHONG LAY NHIEM mém do BY Y té
trién khai
S¢ Tai chinh
1 | Phan mém Quan 1y tai san cong Bic Giang
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| 2 | Phan mém CSLD vé gia Bac Ninh
3. Hién trang cong tac dam bao an toan thong tin
Phuong an L ., o
STT o Gial phap/thiét bi Ghi cha
yéu cau
Str dung giai phap VPN softether ma o
Co phlIO’l’lg an nguén mé. Dap ting. Bo

quan ly truy cap,

sung cau hinh

mém doc hai trén
moi trudng mang

License dén 30/7/2027.

1 : < | VPN qua may cha Jump. .
quan tri hé thong ,qu y ehu 2Ump xac thuc da nhan
tir xa an toan Co cau hinh chan VPN tir IP nuéc td.
ngoai.
Co6 phuong an
quan ly truy cap | St dung giai phap tuong lua cua
2 |gita cac ving PaloAlto (30 tich hgp IPS. Pip (ing
mang Vva phong | License dén 30/7/2027.
chéng xam nhap
C6 phuong an
phong, chéng tan | Str dung giai phap tuong lira tng .
3 cong mang cho | dung web WAF F5 Dap ung
ung dung web
Co6 phuong an can
4 bang tai, du phong | Trién khai HA déi véi cac thiét bi o
néng cho céc thiét | tuong lta PaloAlto, F5, Core swich pung
bi mang chinh
Pap ung. Chi
C6 phuong 4n bao Str dung giai phap Oracle Audit th}-IC hqlén gllam
dam an toan cho Vault and Database Firewall | Sat, canhbao,
: khong thuc hié
> may chu co so dir (AVDF) o?gt l;IC Ien
licu ngan chan cac
' hinh thuc tan
cong CSDL.
Chov P hlwng him Str dung thiét bi twang lira Palo Alto
g |CNen  loC PN ey hop tinh nang Anti Virus Pap tng
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C6 phuong éan
phong chdng tin

Sir dung dich vu phong chdn tan

» cong Ddos cta 02 nha mang Viettel Ap U
! cong tu choi dich vé\gNPT Y g bap tng
vu
Co phuong an| Sy dung giai phap EasyNAC.
8 |quan ly truy cap bap tng
I6p mang
Co phuong an | Sir dung giai phap giam sat tap trung
9 | gidm sat hé thong | Dude bap ung
thong tin tap trung
Str dung giai phap giam sat SIEM
Co6 phuong 4an | cua Viettel Cyber Security. o
gidm sat an toan — . Dap ung.
10 ha thénd théng {i Chua cau hinh thu thap du cac giai
‘¢ tong thong N1 shan thanh phan.
tap trung
, ~ | Thuc hién sao luu dy phong tap
C6 phuong  an|yyng cac may chu trén Dell o
11 | quan ly sao lvu dv | Networker. bap ung.
phong tap trung
C6 phuong éan
quan Iy phan mém
phong chong ma | g, 4ung giai phap Kaspersky.
12 | doc trén cac may | . Dap ung
Chﬁ/may tinh License dén 25/12/2025.
nguoi dung tap
trung
C6 phuong an
13 phong, chdng that | Hién trién khai giai phap DLP con bap ung.
thoat dit  liéu | license dén 06/2026.
(DLP)
Co6 phuong an duy
tri it nhat |Ot2 ke: Sir dung 02 dudng truyén két néi
14 | oI Mang INtemMet | emet ddng thoi cia 02 nha cung DPap tng

tir cac ISP sur dung
ha tang két ndi
trong nuoc khac

cap dich vu Viettel va VNPT
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